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1. 1iin Control panet > Windows Defender Firewall > Advanced Settings
2. Inbound Rules

ﬁ Windows Defender Firewall with Advanced Security — [}

File Action View Help
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el Rhles Name Group Profile Enabled Action Override  Progi * || Inbound R.
Outbound Rules
}E Connection Security Rules @ piaL protocol server (HTTP-In) DIAL protacol server Private Yes Allow No Syste 3 NewR
[ 53 Monitoring Distributed Transaction Coordinator (RPC) Distributed Transaction Coor.. Domain No Allow No %Sys T Filter.
Distributed Transaction Coordinator (RPC) Distributed Transaction Coor..  Private, Public No Allow No %Sys
Distributed Transaction Coordinator (RPC-EPMAP) Distributed Transaction Coor.. Domain No Allow No %Sys T Filter .
Distributed Transaction Coordinator (RPC-EPMAP) Distributed Transaction Coor..  Private, Public No Allow No %Sys Y Filter..
Distributed Transaction Coordinator (TCP-In) Distributed Transaction Coor.. Domain No Allow No %Sys Ve
Distributed Transaction Coordinator (TCP-In) Distributed Transaction Coor..  Private, Public No Allow No %Sys
M Dol Accece Dalby dccess. Domain, Priviate.__ Vac Alloy: -hla. Aoy K2 Refresl
File and Printer Sharing (Echo Request - ICMPv4-In)  File and Printer Sharing Private, Public No Allow No Syste iz Export.
File and Printer Sharing (Echo Request - ICMPv4-In)  File and Printer Sharing Domain No Allow No Syste H Hep
File and Printer Sharing (Echo Request - ICMPv6-In) File and Printer Sharing Private, Public No Allow No Syste
File and Printer Sharing (Echo Request - ICMPv6-In)  File and Printer Sharing Domain No Allow No Syste i
File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing Domain No Allow No %Sys
File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing Private, Public Yes Allow No %Sys
File and Printer Sharing (NB-Datagram-In) File and Printer Sharing Private, Public Yes Allow No Syste
File and Printer Sharing (NB-Datagram-In) File and Printer Sharing Domain No Allow No Syste

3. i File and Printer Sharing (Echo Request - ICMPv4-In) Private, Public > éin Enabled

T !
File and Printer Sharing (Echo Reguest - ICMPv4-In) Properties X
l Protocols and Ports Scope Advanced Local Principals Remote Users
General Programs and Services Remote Computers

@ This is a predefined rule and some of its properties cannot
U be modfied.

General
Name:
—\.:-,'» |File and Printer Sharing (Echo Request - ICMPvd-In)
Description:

Echo Request messages are sent as ping requests to
other nodes.

Enabled
Action
<5 (@ Allow the connection
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L O Allow the connection i it is secure

(O Block the connection
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4. idnamundide @n Enabled anua

> File and Printer Sharing (Echo Request - ICMPv4-In) Domain

> File and Printer Sharing (Echo Request - ICMPV6-In) Domain

> File and Printer Sharing (Echo Request - ICMPv6-In) Private, Public
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File Action View Help
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W Inbeosind futies Name Group ) Profile Enabled Action Override Progi * Aﬂ
&3 Outbound Rules
h Connection Security Rules @ DIAL protocol server (HTTP-In) DIAL protocol server Private Yes Allow No Syste "]
F'-_':i Menitoring Distributed Transaction Coordinator (RPC) Distributed Transaction Coor.. Domain No Allow No %Sys 7
Distributed Transaction Coordinator (RPC) Distributed Transaction Coor..  Private, Public No Allow No 6Sys
Distributed Transaction Coordinator (RPC-EPMAP) Distributed Transaction Coor.. Domain No Allow No %Sys v
Distributed Transaction Coordinator (RPC-EPMAP) Distributed Transaction Coor..  Private, Public No Allow No %6Sys h's
Distributed Transaction Coordinator (TCP-In) Distributed Transaction Coor.. Domain No Allow No %Sys
Distributed Transaction Coordinator (TCP-In) Distributed Transaction Coor..  Private, Public No Allow No %Sys
i Domain, Private__Yes Miow __Na A (| €
1 € File and Printer Sharing (Echo Request - ICMPv4-In)  File and Printer Sharing Private, Public Yes Allow No Syste' (=
@ File and Printer Sharing (Echo Request - ICMPv4-In)  File and Printer Sharing Domain Yes Allow No Syste
@ File and Printer Sharing (Echo Request - ICMPv6-In)  File and Printer Sharing Private, Public Yes Allow No Syste
N 9 File and Printer Sharing (Echo Request - ICMPv6-In)  File and Printer Sharing Domain Yes Allow No Syste
|File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing Domain No Allow No %Sys
£ File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing Private, Public Yes Allow No %Sys
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